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The challenges of digital identity
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Imprivata digital identity framework for healthcare

GOVERNANCE AND
ADMINISTRATION IDENTITY MANAGEMENT AUTHORISATION AUTHENTICATION AND ACCESS

COMPLIANCE IDENTITY PROVIDER ROLES AND POLICIES SINGLE SIGN-ON ACCESS CONTROL

Healthcare and m . B . m
government standards dentity stores Cloud apps Clinical/virtual desktops

Analytics and audit reports Directory federation Data access policies Legacy apps Shared mobile devices
Medical devices m

Mobile apps

RISK MITIGATION LIFECYCLE

Anomaly detection
s . : MULTIFACTOR SELF-SERVICE
Clinician identity proofing m AUTHENTICATION

Patient safety — m : : o m
records de-dupe, EMPI Biometric patient identification
Mobile device management

National Systems

Privileged access management

IDENTITY ASSURANCE

Remote access Password management

Clinical workflow authentication Credentials and device enroliment

Risk-based and
adaptive authentication

Patient self check-in
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Imprivata Digital Identity Maturity Assessment

Answer questions on current approach Assessment tool returns a score

Government and Administration Module Imprivata Digital Identity Framework Digital |dentity
QUESTION ANSWERS Scors Maturity Modal Assessment Maturity Score
Compliance Score |Mormalized Max_|Percent Ma: Diift
US: HIPAA, HITECH, DEA, SOX, PCI, other giﬂ;‘f,"“ 2nd Admishaten u Bl 2
1 What standards does your organization need to comply with? NHS Data Security Protection Toolkit, NCSS, ECC, Victoria 72, Essential 8, NVZ, NIST, EIDAS Buthorization 7| 1 14 1z
Authentication and Access 27] [ 42| E]
1) partially compliant in some/all or still working towards compliancy 5 501 103 ] il
2) fully compliant in some, partially compliant in others
How would you rate your current level of compliance in the relevant standards? 3) fully compliant in all l:‘ 50
"

1) Digital Identity is assumed or not explicitly present in compliance strategy
2) Digital Identity is represented in some elements of our compliance strategy
How mature is Digital |dentity within your compliance strategy 3) Digital Identity is fully integrated in to our compliance strategy

:l
:I
Multifactor authentication,
single sign-on,
based access control with immediate revocation and in-synch processing with HR system,
nt privacy monitoring,
2
:I

diversion monitaring,
2 What compliance measures are you taking today? positive patient identification

Govemnance and Identity Managment Authorisation Authentication and Acce:
Administration

1) reporting requires manual compilation from many sources
2) some automation but final reports require manual compliation

How do you demonstrate compliance to best praglfes and regulat 3) fully automated reporting and auditing with pre-defined complete reports available on demand
EPCS compliance (US only)/EPMA (International)

1) No

EPCS Do you have a DEA-compliant EPCS program in plac® 2) Yes 1 3 8 1 3 1 6
1) No

EPCS Do you have an identity-proofing process in place? 2) Yes
1) No

EPCS Does your identity-proofing process enable remote proofing? 2) Yes
2FA
fingerprint

« Score allows you identify areas for improvement
« Communicate strategic needs to support digital transformation
« Collaborate internally to support clinical needs



Frontline example - Smartcards

Imprivata Virtual Smartcard Workflow
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Learn more

Visit the Imprivata booth STAND C29

Meet our team See a demo of our Collect resources
solutions
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