
The Power of Digital Identity

Andy Wilcox

Senior Solutions Marketing Manager

Solving Healthcare IAM challenges



2

The challenges of digital identity

Why does it 

take so long 

to log on

I wish I could 

access this 

information

I can’t access 

this 

application

I just want to 

focus on the 

patient

This makes 

my job harder

I have to 

leave myself 

logged in
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Imprivata digital identity framework for healthcare

COMPLIANCE IDENTITY PROVIDER ROLES AND POLICIES

IDENTITY ASSURANCE

SINGLE SIGN-ON ACCESS CONTROL

LIFECYCLE

SELF-SERVICE 

GOVERNANCE AND

ADMINISTRATION
AUTHENTICATION AND ACCESSIDENTITY MANAGEMENT AUTHORISATION

Mobile device management 

Shared mobile devices

Mobile apps

Entitlement and attestation review
and remediation

Identity stores

Non-human/service 

account provisioning

Ongoing privilege management

Coarse- and fine-grained 

authorisation control
Cloud apps

Legacy apps

Clinician identity proofing

Clinical/virtual desktops

One identity/multiple roles

User provisioning, 

including non-employees

Biometric patient identification

Medical devices

Data access policies

Password management 

Directory federation

Privileged access management

Identity stores
Healthcare and
government standards

Analytics and audit reports

Anomaly detection

RISK MITIGATION

Patient safety –

records de-dupe, EMPI 

Patient self check-in

Credentials and device enrollment

MULTIFACTOR 

AUTHENTICATION

Clinical workflow authentication

Remote access

Risk-based and 

adaptive authentication

National Systems

Imprivata 

OneSign
Imprivata 

Mobile

Imprivata 

PatientSecure

Imprivata 

Confirm ID

Imprivata 

Identity 

Governance

Imprivata 

FairWarning Healthcare

Multiple 

Imprivata

products

Imprivata 

Privileged Access 

Management
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Imprivata Digital Identity Maturity Assessment

Answer questions on current approach Assessment tool returns a score

• Score allows you identify areas for improvement

• Communicate strategic needs to support digital transformation

• Collaborate internally to support clinical needs
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Frontline example - Smartcards
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Learn more

Visit the Imprivata booth STAND C29 

Meet our team

Neil Falcini 
Regional Account 
Manager, South, 
Wales & Ireland

Vanessa Wilkinson 
Regional Account  

Manager, 
North & Scotland

See a demo of our 
solutions

Collect resources




